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Scope of the document
The following document is a deliverable D2.8 of the EfficienSea 2 project. It specifies the
interface to the Maritime Cloud from the viewpoint of the hybrid communication system. The
seamless roaming mechanism concept has already been developed and described in detail
as a part of deliverable D2.7 [1]. The cooperation between the Maritime Cloud and the hybrid
communication system.
After a brief introduction, the architecture of the Maritime Cloud will be described, with
respect to some modernization proposed to realize communication with the Roaming Device.
Additionally, the identified criteria of the radio link selection algorithm will be exposed. In the
next section, more details about the communication between the Roaming Device and the
Maritime Cloud Client will be provided. After that, all of the algorithms developed to realize
this solution will be presented, together with data structures and protocols to be used in the
final solution.
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Abbreviations
AIS

Automatic Identification System

AISASM

AIS Application Specific Messages

DGNSS

Differential Global Navigation Satellite System

FTP

File Transfer Protocol

GPS

Global Positioning System

GNSS

Global Navigation Satellite System

HTTP

Hypertext Transfer Protocol

JSON

JavaScript Object Notation

LTE

Long Term Evolution

M2M

Machine-to-Machine

MCDC

Maritime Cloud Demonstration Component

MMS

Maritime Messaging Service

NAVTEX

Navigational Text Messages

QoS

Quality of Service

RD

Roaming Device

REST

Representational State transfer

SOAP

Simple Object Access Protocol

TCP/IP

Transmission Control Protocol/Internet Protocol

UDP

User Datagram Protocol

UML

Unified Modeling Language

VDES

VHF Data Exchange System

VHF

Very High Frequency

WWW

World Wide Web
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Introduction
With radio communication systems integrated into a network, it will be possible to route
information and data through the most feasible or lowest cost external communication
channel. Based on a study of existing and new solutions and requirements, strategies will be
developed for hybrid solutions for compression, queuing and channel selection based on
availability, cost, restrictions in bandwidth and other technical parameters, but also content
priority.
The introduction of more than one satellite service into GMDSS raises questions related to
how Rescue Coordination Centres and providers of Maritime Safety Information will relate to
these services, the cost impact for authorities, and how interoperability between more than
one satellite communication provider can be achieved. This activity will, based on the
concept from WP3, carry out simulations or, to the extent possible, trials to demonstrate that
ships can switch automatically and seamlessly between IP protocol based links, AIS,
INMARSAT and Iridium satellite services and potentially other links, and that information can
be exchanged between ship- and shore-based users, as the availability of links permit. The
transfer of a text message can be used as a generic use case, which may be expanded to
the transfer of more advanced data and interactions, depending on the capabilities of data
links. Methods for ensuring a high availability and quick restore of failures, ensuring robust
connectivity at reduced cost of communication, will be explored and recommendations on the
design of robust information services that allow smart utilization of different types of data links
will be developed.
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Maritime Cloud and Roaming Device architecture
The concept of the connection (interface) between the hybrid communication system and the
Maritime Cloud has been briefly presented in the deliverable D.2.7 [1]. The cooperation
between the Maritime Cloud Client component and the Roaming Device has been developed,
and it is shown in Fig. 1 below.

Fig. 1. The architecture of the Maritime Cloud client connected with the Seamless Roaming component.

The main elements of the Seamless Roaming concept: radio link selection algorithm and the
network monitoring entity (which constitute the Roaming Device) have already been
described in detail in the deliverable D.2.7 [1].
Every service registered in the Maritime Service Registry (which is an element of the
Maritime Cloud) always has only one of the service types assigned to it. The list of the
identified service types is not complete by the time of writing this document, and probably it
will grow. Each of the service types has at least one required endpoint scheme assigned.
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The radio link selected to realize the connection with a given service should be compatible
with an endpoint scheme attached to the service.
The information about the type of service to which the user is trying to connect should be
transferred to the radio link selection block of the Roaming Device to check which of the
available radio links is compatible with the service. This is the main purpose of developing
the IP-based signalling channel between the client using MCDC framework and the Roaming
Device. The idea of this channel will be presented in detail later in this document.
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Radio link selection criteria
The radio link selection algorithm, which will be used by the Roaming Device, was designed
to select the optimal method of transmission in the given time and place on the basis of the
information taken from several different sources. For example, the information about the
service to be utilized by a user can be helpful in determining the requirements of the radio
link, with the measured radio signal power level providing information about the availability of
the given radio link and GNSS and AIS receivers providing geographical location to estimate
the distance between two actors which are communicating with each other directly (in a
point-to-point communication scenario).

·
·
·

User and service priorities
User preferences
Service information (list of
endpoints)

Radio link selection

·
·
·

Radio signal power level
Possible data rate
Transmission delay

Network monitoring
entity

Geographical
localtion

MCDC

AIS receiver

GNSS receiver

Fig. 2. A diagram representing radio link selection criteria sources.

Obviously, the network monitoring entity fulfils the role of the radio link selection criteria
source in the hybrid communication system. This module exists specifically for providing the
parameters of the radio links to the radio link selection algorithm in real time. It will be
achieved by performing continuous measurements of these parameters. As both network
monitoring entity and radio link selection block are modules of the Roaming Device, the
communication between them will not be very complex.
Geographical location will be needed in some cases of the communication realized by the
system – for this reason, AIS and GNSS receivers are also considered as a source of the
radio link selection criteria. The Roaming Device can use information from its own receivers,
or can utilize devices already installed on board. At this point, it is not clear which of these
two solutions will be preferred.
The client (such as the Maritime Cloud Demonstration Component) was also recognized as
one of the radio link selection criteria sources. Information from the Maritime Cloud Service
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Registry will be used to properly assign the priority to the connection and to discover which
application endpoints can be used to utilize this service. Selecting some of the application
endpoints implies the use of the specific radio link type, which is compatible with the
endpoint. At this point, the authors recognize three different groups of application endpoints:
·

·

·

Maritime Cloud specific endpoint (https) – a service based on novel solutions, capable
of using the Maritime Cloud infrastructure. Such a service benefits from the Maritime
Cloud communication enhancement (geocasting, Identity Registry and Service
Registry connections, etc.);
Standard Internet protocols (e.g. WWW) – simple services that do not need to use the
Maritime Cloud infrastructure and cannot benefit from it, for example ship to ship file
transfer, where both ships are connected to the same Wi-Fi network;
Specific (legacy) protocols (non-IP) – services that cannot be realised without using
specific protocols and/or additional devices: specific AIS messages, voice
communication over specific VHF channel, etc.

Communication between a client (like MCDC) and the Roaming Device should take place
before the connection with service provider is established. Realization of such connectivity is
crucial for the radio link selection algorithm. The proposed solution will be described in the
next section of this document.
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Client (MCDC) and Roaming Device communication
In this section the communication between two components of the system: a client (for
example the Maritime Cloud Demonstration Component) and the Roaming Device will be
described. The authors present typical scenarios of this communication, which will always
take place when the client initializes a connection with a service. In the given examples, the
use of the signalling channel will be presented.

Typical communication scenario
The authors provide a procedure that represents a typical scenario of the communication
between the client and the Roaming Device:
1. The user specifies user requirements in the client (optional).
2. The user requests from the client the list of the specific service instances.
3. The client downloads the information about the services (service type, list of endpoint
schemes) from the Maritime Service Registry or Almanac.
4. The user, using the client application, selects the service instance that they want to
utilize.
5. The client downloads the service information and requirements (QoS parameters, etc.)
for the selected instance from the Maritime Service Registry or Almanac.
6. The client sends the user requirements and the information about the service to the
RD through signalling channel (HTTPS/SOAP call).
7. The connection configuration request reaches the RD and the configuration is
performed.
8. The RD collects current measurements of the available radio links.
a. If necessary, the RD also collects geographical locations from GNSS and AIS
receivers.
9. On the basis of the collected criteria, the RD selects the best radio link to establish the
connection to the service.
10. The network route for the given connection is established.
11. The service is being utilized by the user.
This simplified communication scenario can be presented also as an UML sequence
diagram, as shown in Fig. 3.
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User

MCDC

Almanac

RoamingDevice

NetworkMonitoringEntity

SpecifyUserReq(userReq)

RadioLink

new

Thread

GetServices()

update()
loop

GetServices()

MonitorRadioLinks()

services

radioLinks

radioLinks

ChooseService(service)
GetServiceReq(service)
serviceReq

Connect(service, serviceReq, userReq)
Send(dataToSend)

loop

SelectRadioLink(serviceReq, userReq)

[while transmitting data]

radioLink
TestRadioLink(radioLink)

testResult
opt
[testResult: tru e]

RealizeConnection(service, dataToSend, radioLink)
receivedData
receivedData

Fig. 3. UML sequence diagram showing typical scenario of communication between MCC and Roaming Device.
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Technical details of the solution
Roaming device algorithm (update of the Deliverable D.2.7. algorithm)
The algorithm was already presented in the Deliverable D.2.7. However, it illustrates some
aspects of the communication with the Maritime Cloud.

START

Initialization:
·
radioLinkList
·
connectionInfoQueue
·
criteria
·
serviceConnectionQueue
·
radioLinkSelector

Starting threads:
·
connectionListenerThread
·
maritimeCloudChannelThread
·
connectionResolverThread
·
networkMonitorThread

Get connection from
serviceConnectionQueue

Is connection
active?

YES

Get radioLink for
connection, using
radioLinkSelector

Was the radio link
selection successful?

NO

Is timeout
defined?

NO

ERROR: transmission
with defined
requirements is not
currently possible!

NO

Was the radio
link test OK?

YES

Wait
connection.getWaitTime()

Get a satellite link
as a new radioLink

YES

NO

ERROR: transmission
with defined
requirements is not
currently possible!

Was the radio
link selection
successful?

YES
Try to realize
connection

End of work?

Is satellite
connection
permitted?

YES

YES
NO

NO

NO

YES
NO

Connection
timed out?

YES

ERROR: connection
timed out!

END

ERROR: satellite
connection cannot
be currently
established!

Fig. 4. The radio link selection algorithm used by the Roaming Device (with some technical details). [1]
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while(true) {
connection = serviceConnectionQueue.take();
while(connection.isActive()) {
radioLink = radioLinkSelector.selectFor(connection);
if(radioLink == null) {
if(connection.getWaitTime() > 0) {
sleep(connection.getWaitTime());
continue;
} else if(connection.isSatellitePermitted()) {
radioLink = radioLinkSelector.selectSatellite();
if(radioLink == null) {
//ERROR: satellite link not available
break;
}
} else {
//ERROR: transmission is not possible
break;
}
}
if(radioLinkSelector.testRadioLink(radioLink)) {
try {
radioLinkSelector.realizeConnection(connection, radioLink);
} catch(TimeoutException e) {
//ERROR: connection timed out
break;
}
} else {
continue;
}
}
}
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Data structures and data flow
In this section, the data flow between the Maritime Cloud components will be presented.

Service Registry

Identity Registry

Identity data

Id
en
tit
yd
at
a

Service information

Maritime Cloud Demonstration
Component

GNSS and AIS
receivers

Geographical position

User Requirements

Service Requirements

Roaming Device

Radio link measurements
Fig. 5. Flow of data during the service utilization using Maritime Cloud.
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During the execution of the Seamless Roaming procedure, there are several system
components that have to cooperate with each other:
·
·
·
·
·

Maritime Identity Registry,
Maritime Service Registry,
The client - Maritime Cloud Demonstration Component (MCDC),
GNSS and AIS receivers,
Roaming Device
o Network Monitoring Entity,
o Radio Link Selector.

The communication with the Identity Registry will be performed by the client, to identify actors
(like, for example, service providers), to authenticate, etc. However, from the seamless
roaming mechanism point of view, the communication with Identity Registry and Service
Registry will be identical to any high-priority http/https service utilization.
The client needs to download information about the available services from the Service
Registry. This information includes: service specification, list of available service instances,
and service requirements. The data structures will be determined later, and will be addressed
in a different document.
The Service Requirements need to be delivered to the Roaming Device by the client at the
start of a connection using the IP-based signalling channel. The requirements should be
based on some of the information received from the Service Registry. This data structure can
be represented as a list of the following QoS parameters:
·
·
·
·
·
·
·
·

Latency (average) [ms],
Jitter (average) [ms],
Packet loss,
Lowest uplink/downlink data rate [kb/s],
Highest uplink/downlink data rate [kb/s],
Mean uplink/downlink data rate [kb/s],
Standard deviation of the uplink/downlink data rate [kb/s],
possibly more.
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The User Requirements will be specified by the user of the client. The requirements can be
expressed in a human-readable form, such as sentences like “Reasonable throughput” or
“High availability of the service”. Each of specified parameters will be described by one of the
enumerator values. The data structure consists of one pair (parameter name and assigned
value) for each of the following parameters:
·

·

·

·

Throughput
o REASONABLE_THROUGHPUT,
o HIGH_THROUGHPUT,
o DONT_CARE;
Availability
o HIGH_AVAILABILITY,
o DONT_CARE;
Cost
o LOW_COST,
o REASONABLE_COST,
o DONT_CARE;
possibly more.

The parameter values will be interpreted by the Roaming Device to determine weights to the
weighting algorithm of the radio link selection (described in details in Deliverable D.2.7.).
Data from GNSS and AIS receivers will be delivered to the Roaming Device as NMEA
sentences. Currently, NMEA is the standard communication protocol in the majority of the
GNSS and AIS receivers. The Roaming Device will be capable of encoding the NMEA
sentences.
Radio link measurements will be performed continuously in the Roaming Device (by the
Network Monitoring subcomponent). The results of the measurements will be stored
internally in the Roaming Device memory as byte arrays. There is no need to expose the
information about the measurements outside.
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Software interface
The software which is communicating with the Roaming Device (such as the client
application) needs to perform some tasks before connecting to a final target. There will be
several procedures implemented to ease the communication with the Roaming Device.
These procedures will be realised as HTTPS/SOAP procedure calls, and will make up the
software interface to be used by the client applications.
All of the procedures listed below will report error messages if the operation fails.
Table 1 The software interface of the Roaming Device.

Procedure name
GetServices

Parameters
-

GetServiceReq
Connect

service
service, serviceReq, userReq,
connectionId

Return value
List of services (from the
Service Registry)
Service requirements
The radio link identifier selected
for the connection

All other communication with the Roaming Device (i.e. transporting IP packets from and to
the specific client) will be transparent to the Maritime Cloud clients operating in OSI
application layer.
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Class diagram

Fig. 6. The class diagram of the prototype implementation of the Roaming Device.
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Communication protocol of the signalling channel
Signalling channel will be implemented using the HTTPS/SOAP [2] [3] (Hypertext Transfer
Protocol Secure and Simple Object Access Protocol) procedures which will be provided by
the Roaming Device.
To establish any connection with a land-based service, depending on its type, it will always
be necessary to invoke a configuration procedure which delivers Service Requirements to the
Roaming Device (the messages from the client will be sent to the Roaming Device using the
HTTPS/SOAP procedure). During the connection process, some information may be returned
to the client by the Roaming Device – for example messages about errors or the current
radio-link identifier.
The information about the service (previously obtained from the Service Registry or the
Almanac) and the user data will be sent by the client to the Roaming Device before the actual
connection with the service is established.
The Roaming Device will support a simultaneous initialization of several connections by one
client and it will support connections initialized by several users in the same time. In both
cases, the Roaming Device will assign the best available link for each of these connections,
taking into account the service’s and user’s requirements.
The user’s requirements are recorded in the Roaming Device memory on a first-come, firstserved basis, regardless of the fact that many connections can be established
simultaneously. Such an approach will ensure the support of users’ and services’ priorities.
It will also be possible to skip the Service Requirements-delivery procedure while establishing
a connection with the service, but in this case, the Roaming Device will select the default
radio link instead of the best one.
The justification of the HTTPS/SOAP procedures in the process of calling the Signalling
Channel is the need for technological consistency with other elements of the Maritime Cloud
System.
The benefit of the HTTPS/SOAP is a high level of security and the fact they are wellstandardized (as opposed to e.g. RESTful service which are not standardized).
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Examples
In all of the examples below, it is assumed that the client is using the local copies of the
Identity and Service Registries (Almanac).

Example 1: Service Registry connection
In this scenario, the application tries to download information about services directly from the
Service Registry.
1. The user specifies the following user requirements:
a. Throughput: HIGH_THROUGHPUT (the messages possibly consist of large
quantities of data),
b. Availability: HIGH_AVAILABILITY (the user expects to get a response),
c. Cost: LOW_COST (the user does not want to use satellite connection).
2. The client sends the user requirements and the information about the Service Registry
request (without the service requirements) to the RD; both data structures are packed
into the JSON message and are sent on the specific RD port.
3. The connection request reaches the RD and is queued.
4. The RD recognizes the request as a Service Registry request, and fills the service
information structure with pre-defined data.
5. The RD collects current measurements of the available radio links:
a. Wi-Fi: not available,
b. LTE: not available,
c. 3G: available, good quality,
d. VDES: available, very good quality,
e. Satellite link: available, very good quality.
6. The RD selects 3G as the best radio link to establish the connection to the service:
a. The user needs high throughput,
b. The availability of 3G is reasonable at this moment,
c. The user demands low cost solution – the satellite link is discarded,
d. 3G is able to meet the current QoS service requirements.
7. Connection is established.
8. The request prepared by the application is sent to the Service Registry.
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Example 2: MMS service
In this scenario, the application user tries to connect to a simple MMS service (e.g. “Maritime
Chat”).
1. The user specifies the following user requirements:
a. Throughput: DONT_CARE (the messages consist of small quantities of data),
b. Availability: HIGH_AVAILABILITY (the user expects to get a response),
c. Cost: LOW_COST (the user does not want to use satellite connection).
2. The user requests from the application the list of the “Maritime Chat” service
instances.
3. Application downloads the information about the services from the Service Registry
(Almanac):
a. Service type: MMS Service
b. List of endpoint schemes: mms.
4. The user of the application, using the MCDC calls, selects the service instance
“Maritime Chat: Channel 1”.
5. The application downloads the service requirements for the selected instance from the
Service Registry (Almanac):
a. Latency (average): not specified,
b. Jitter (average): not specified,
c. Packet loss: 0.01,
d. Lowest uplink/downlink data rate: 1 kb/s,
e. Highest uplink/downlink data rate: not specified,
f. Mean uplink/downlink data rate: not specified,
g. Standard deviation of the uplink/downlink data rate: not specified,
6. The client sends the user requirements and the information about the service to the
RD; both data structures are packed into the JSON message and are sent on the
specific RD port.
7. The connection request reaches the RD and is queued.
8. The RD collects current measurements of the available radio links:
a. Wi-Fi: not available,
b. LTE: not available,
c. 3G: available, good quality,
d. VDES: available, very good quality,
e. Satellite link: available, very good quality.
9. The RD selects VDES as the best radio link to establish the connection to the service:
a. The user does not care about throughput,
b. Only VDES and satellite link can ensure high availability at this moment,
c. The user demands low cost solution – the satellite link is discarded,
d. VDES is able to meet the current QoS service requirements.
10. Connection is established.
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11. The message that the user has previously written is sent to the closest MMS server.

Example 3: Ship-to-ship communication
In this case, the application user tries to download a document, which is present in the FTP
server running on a neighbouring vessel.
1. The user specifies the following user requirements:
a. Throughput: HIGH_THROUGHPUT (the user needs to download a file fast),
b. Availability: DONT_CARE (transmission will be short),
c. Cost: REASONABLE_COST (the user is ready to use paid solutions).
2. The user requests from the application the list of the “Maritime Cloud Documentation”
service instances.
3. The application downloads the information about the services from the Service
Registry (Almanac):
a. Service type: FTP
b. List of endpoint schemes: mms, vdes.
4. The user of the application, using the MCDC calls, selects the service instance
“Maritime Cloud Documentation MMSI 1”, which is hosted on a nearby vessel.
5. The application downloads the service requirements for the selected instance from the
Service Registry (Almanac):
a. Latency (average): 300 ms,
b. Jitter (average): not specified,
c. Packet loss: 0.001,
d. Lowest uplink/downlink data rate: 100 kb/s,
e. Highest uplink/downlink data rate: not specified,
f. Mean uplink/downlink data rate: 500 kb/s,
g. Standard deviation of the uplink/downlink data rate: not specified,
6. The client sends the user requirements and the information about the service to the
RD; both data structures are packed into the JSON message and are sent on thr
specific RD port.
7. The connection request to connect with mms endpoint reaches the RD and is queued.
8. The RD collects GNSS and AIS data, and the current measurements of the available
radio links:
a. Wi-Fi: not available,
b. LTE: not available,
c. 3G: available, medium quality,
d. VDES: available, medium quality,
e. Satellite link: available, very good quality.
9. The RD selects 3G as the best radio link to establish the connection to the service:
a. The user needs high throughput,
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b. 3G link has medium availability at the moment, but user does not care about
that,
c. Because of the cost requirement, the satellite link is less preferred,
d. 3G is able to meet the current QoS service requirements, whereas VDES is
not.
10. The RD tries to establish the connection to the service – however, it is unable to do so
(connection times out).
11. The RD sends to the application the information about the failure.
12. The application transforms the data to be send into the form of VDES frame, and
repeats procedure with another endpoint: vdes.
13. The connection request to connect with vdes endpoint reaches the RD and is queued.
14. The RD collects GNSS and AIS data, and the current measurements of the available
radio links:
a. Wi-Fi: not available,
b. LTE: not available,
c. 3G: available, medium quality,
d. VDES: available, medium quality, the destination vessel is in range of 70 km,
e. Satellite link: available, very good quality.
15. The RD selects VDES as the best radio link to establish the connection to the service:
a. In fact, VDES radio link is the only one which can utilize the vdes endpoint.
16. Connection is established.
17. The documentation requested by the user is downloaded from the service provider.

Example 4: Simple Internet protocols
This is the example of a simple Internet usage (like browsing WWW), which does not need to
use Maritime Cloud servers.
1. The user specifies the following user requirements:
a. Throughput: HIGH_THROUGHPUT
b. Availability: HIGH_AVAILABILITY,
c. Cost: LOW_COST.
2. The user uses a web browser to navigate to a website.
3. The web browser, by the MCDC framework, prepares the information about the
‘service’:
a. Service type: WWW
b. List of endpoint schemes: www.
4. The client prepares some predefined requirements of the WWW services.
5. The web browser, by the MCDC framework, sends the user requirements and the
information about the service to the RD; both data structures are packed into the
JSON message and are sent on the specific RD port.
6. The connection request reaches the RD and is queued.
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7. The RD collects current measurements of the available radio links:
a. Wi-Fi: not available,
b. LTE: available, good quality,
c. 3G: available, very good quality,
d. VDES: available, very good quality,
e. Satellite link: available, very good quality.
8. The RD selects LTE as the best radio link to establish the connection to the website:
9. Connection is established.
10. The website is downloaded in the same way as in any other Internet connection.

Example 5: Specific AIS message
In this case, the service needs to send specific message through an AIS transponder.
1. The user requests from an application (by the MCDC) the list of the “AIS info” service
instances.
2. The client downloads the information about the services from the Service Registry
(Almanac):
a. Service type: AISASM
b. List of endpoint schemes: ais.
3. The user, using the application, selects the service instance “AIS info 1”, which is
hosted on a nearby vessel.
4. Application, by the MCDC framework, prepares some predefined requirements of the
AIS services.
5. The client sends the user requirements and the information about the service to the
RD; both data structures are packed into the JSON message and are sent on the
specific RD port.
6. The application transforms the data to be send into the form of the AIS specific
message frame, and sends it to the RD (by the MCDC calls).
7. The connection request to connect with ais endpoint reaches the RD and is queued.
8. The RD collects GNSS and AIS data, and the current measurements of the available
radio links.
9. The RD selects AIS as the best radio link to establish the connection to the service:
a. In fact, AIS radio link is the only one which can utilize the ais endpoint.
10. Connection is established.
11. The AIS message, formed by the application earlier, is sent to the AIS transponder.

Example 6: VHF voice
In this case, the service only needs to configure VHF transceiver to select an appropriate
VHF channel.
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1. The user requests from the application the list of the “VHF harbour info” service
instances.
2. The client downloads the information about the services from the Service Registry
(Almanac):
a. Service type: VHF
b. List of endpoint schemes: vhf.
3. The user, using the application, selects the service instance “VHF harbour info
Gdynia”, which is hosted by the Port of Gdynia.
4. The client does not need to prepare information about service requirements.
5. The client sends the user requirements and the information about the service to the
RD; both data structures are packed into the JSON message and are sent on the
specific RD port.
6. The connection request to connect with vhf endpoint reaches the RD and is queued.
7. The RD configures a VHF transceiver to select VHF channel specified in the service
information.
8. The application informs the user to use VHF transceiver to utilize the service.
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